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Having trouble configuring and connecting to a Graylog Forwarder? Here are
some things you can check:
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@ Enable single default value

unknown

@ Enable multi default value
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Streams

You can route Incoming messages Into streams by applying rules against them. Messages matching the rules of a stream are routed Into It. A message can also be routed Into multiple streams.

o Read more about streams in the documentation.

| ‘enter search query | search  Reset show | 10
All events | More Actions ~
Stream containing all events created by Graylog

No configured rules.

All messages in t indlex More Actions ~
Stream containing all messages

The default stream contains all messages.

All system events inc aylog syste ts More Actions ~

Stream containing all system events created by Graylog
No configured rules.
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Dashboards

Use dashboards to create specific views on your messages. Create a new dashboard here and add any graph or chart you create In other parts of Graylog with one click.

o Take a look at the dashboard tutorial for lots of other useful

query. | search  Reset show | 10 |

Alice's Dashboard s

Security Incidents Overview Actions ~

No description given.

ed at 20 5

Last sa

192.168.1.97/dashboards/5fb52333889cbfb1084721bb.
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Streams

You can route Incoming messages Into streams by applying rules against them. Messages matching the rules of a stream are routed Into It. A message can also be routed into multiple streams.

o Read more about streams in the documentation.

show | 10 v

| ‘enter search query | search  Reset

Al messoges gmm

Stream containing all messages N
The default stream contains all messages.
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Use dashboards to create specific views on your messages. Create a new dashboard here and add any graph or chart you create in other parts of Graylog with one dlick.

o Take a look at the dashboard tutorial for lots of other useful

. [ (o






_images/permissions_27.png
& Bob

Sharable URL:






_images/permissions_26.png
graylog search steams Aerts  Dashboards  system ~ vz @ &

>

ﬂ b - P Notupdating~
i

e Bsave ([WSaveas &+Share
+

q Page#l v+

X
This dashboard has no widgets yet

Create a new widget by selecting a widget type in the left sidebar section "Create".
A few tips for creating searches and dashboards
1. Start with a question you want to answer. Define the problem you want to solve.
2. Limit the data to only the data points you want to see.
3. Visualize the data. Does it answer your question?
4. share the dashboard with your colleagues. Prepare it for reuse by using parameters (contained in Graylog Enterprise).

You can also have a look at the documentation, to learn more about the widget creation.
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Team Create

Create new team and assign users.

o

Profile
Name
Description
Users
Assign Users
Selected Users
Roles

Assign Roles

Selected Roles

192.168.1.97/system/teams/new

Dashboards ~ Enterprise ~  System ~

The name of the team

A description about the team

Search for users

R ssin user

No selected users

Search for roles

v‘ Assign Role

No selected roles.

Cancel
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Users Overview

Overview of Graylog's registered users.

o Learn more in the documentation

System Administrator
The system administrator can only be edited in the graylog configuration file.
Full name Username

© Administrator admin

Users
Found 3 registered users on the system.

‘ Enter search query. Search  Reset

Full name Username
O Alice alice
© Report System User (built-in) graylog-report
©  Sidecar System User (built-in) graylog-sidecar

192.168.1.97/system/users

System ~

E-Mail Address

E-Mail Address

alice@acme.com
report@graylog.local

sidecar@graylog local

Client Address @

Client Address @

127.00.1

Enabled

Enabled

°

Role

Role

Actions

‘System user

show | 10 v
Actions

More actons +

More actons +

More actions +
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Create Active Directory Authentication Service

Configure Graylog's authentication services of this Graylog cluster.

o Read more authentication in the documentation.

Server Configuration User Synchronization
OrEErD Server Connection Check ‘
This step enables importing Active Directory groups as Graylog teams. The group synchronization can be activated by clicking on the checkbox with the label )
Enable Group Synchronization. Afterwards fill out the form and test your settings in the second section Load matching groups. The last section Select groups to User Login Test

import allows you to specify which groups you want to import.

Enable Group Synchronization () Synchronize Groups
Select this option If you want to import groups as teams

Group Search Base DN ‘ Group Search Base ‘

The base tree to limit the Active Directory group search query to, e.g. ou=people, de=exanple, dc=com .

Group Search Pattern ‘ (objectClass=group) ‘

The search pattern used to find groups In Active Directory for mapping to Graylog teams, e.g. (objectClass=group) .

Team Name Attribute | <1 |

Which Active Directory attribute to use for the full name of the team in Graylog, e.g. on .

Default Team Roles (05t Search for roles 04

The default Graylog roles synchronized teams will obtain. All users of a team will Inherit these roles.
Load matching groups

Matching Groups Load matching groups
Select groups to import

Selection type Allgroups  Include selected  Exclude selected
With include / exclude you can select which groups you want / do not want to synchronize.

192.168.1.97/system/authentication/authenticator .
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Roles Overview
Overview of Graylog's roles. Roles allow granting capabilities to users, like creating dashboards or event definitions.

o Learn more in the documentation

© Granting Permissions

With Graylog 4.0 we've updated the permissions system and changed the purpose of roles. The built-in roles still allow granting capabilites to users, like creating dashboards or viewing the archive catalog. But they no longer grant permissions for a specific dashboard or stream. Itis
also not possible to create an own role. Granting permissions for a specific entity can now be done by using its &+ Share button. You can find the button e.g. on the entities overview page. If you want to grant permissions for an entity to multiple users at once, you can use teams.
Learn more In the documentation.

Roles
Found 14 roles on the system.

| enter search query. @/ search  Reset show | 10
Name Description Users
Admin Grants all permissions for Graylog administrators (built-in) [0
Alerts Manager Allows reading and writing all event definitions and event notifications (built-in) [0
Archive Manager Grants full control over the archive configuration and management (built-in) [0
Archive Viewer Grants read access to the archive catalog (built-in) o
Dashboard Creator Allows creation of Dashboards (bullt-in) [0
Event Definition Creator Allows creation of Event Definitions (built-in) o
Event Notification Creator Allows creation of Event Notifications (built-in) o
Reader Grants basic permissions for every Graylog user (built-in) © graylog-report, graylog-sidecar
Report Manager Grants full control over report configurations and read access to dashboards and users (built-in) [0
Report System (Internal) Internal technical role. Grants Report System User necessary access to generate reports (built-in) @ graylog-report

T 2]~

192.168.1.97/systemroles
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User Details - Alice

Overview of details like profile information, settings, teams and roles.

o Learn more in the documentation

Profile
Username alice
Full name Alice
E-Mail Address alice@acme.com
Client Address -
Last Activity -
Loggedin ©
Enabled @ yes
Settings
Sessions Timeout 1 Hours
Timezone  Europe/Berlin
Preferences

search autocompletion @ yes
Update unfocused @ no
Pin search sidebar @ no
Pin dashboard sidebar ~ © no

Theme mode  Not configured

Shared Entities

System -

© Granting Permissions. »

With Graylog 4.0 we've updated the permissions system. Granting permissions for an entity like streams and dashboards Is no longer
part of the user edit page. It can now be configured using the &+ Share button of an entity. You can find the button e.g. on the
entities overview page. Learn more in the documentation.

Roles
show | 5 |
Filter | Enter query to filer ©| Fiter
Reader Grants basic permissions for every Graylog user (built-in)
Teams
Selected Teams
Filter | Enter query to filer ©| Fiter show | 5 |

No selected teams have been found
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Edit User - Alice

You can change the user details and password here and assign roles and teams.

o Learn more in the documentation

Profile
@ Granting Permissions
Username  alice With Graylog 4.0 we've updated the permissions system. Granting permissions for an entity like streams and dashboards is no longer
part of the user edit page. It can now be configured using the &+ Share button of an entity. You can find the button e.g. on the
Full Name ‘ Alce ‘ entities overview page. Learn more In the documentat
Give a descriptive name for this account, e.g. the full name.
EMail Address | alice@acme.com ‘ Roles
Give the contact email address. Assign Roles
‘ Search for roles a ‘ Assign Role
Admin
Settings Alerts Manager
‘Archive Manager
Sessions Timeout () sessions do not time out 28 x
When checked sessions never time out due to inactivity. Archive Viewer
[ | [ hous  x ~ Dashboard Creator <
Session automatically end after this amount of time, unless they are actively used. Event Definition Creator
Event Notification Creator
| serin X v
Choose your local time zone or leave It as It Is to use the system's default. Report Manager
Selected Teams
iter | Enter query to filter @ Filter
Password
No selected teams have been found
New Password | |
Passwords must be at least 6 characters long. We recommend using a strong password.
Repeat Password ‘ ‘

N





_images/permissions_10.png
grayleg search  sweams  Alerts  Dashboards  Enterprise +  System N

Edit User - Alice

You can change the user details and password here and assign roles and teams.

o Learn more in the documentation

Profile
@ Granting Permissions
Username  alice With Graylog 4.0 we've updated the permissions system. Granting permissions for an entity like streams and dashboards is no longer
part of the user edit page. It can now be configured using the &+ Share button of an entity. You can find the button e.g. on the
Full Name ‘ ‘Alce ‘ entities overview page. Learn more in the documentat
Give a descriptive name for this account, e.g. the full name.
EMail Address | alice@acme.com ‘ Roles
Give the contact email address. Assign Roles
|| search for roles ~ | R
Selected Roles
Settings ter | Enter query to fiter | Fiter
Sessions Timeout  (J Sesslons do not time out Reader Grants basic permissions for every Graylog user (bullt-in) x
When checked sessions never time out due to inactivity.
[ | [ wours X v
Session automatically end after this amount of time, unless they are actively used. Teams
‘ Berlin X v ‘ Assign Teams
Choose your local time zone or leave it as It s to use the system's default. ‘ Search for teams v ‘ Assign Team
Selected Teams
Iter ‘ Enter query to filter @ Filter
Password
No selected teams have been found
New Password | |
Passwords must be at least 6 characters long. We recommend using a strong password.
Repeat Password ‘ ‘

192.168.1.97/system/users/edit/5fb51648b31ca1283767db57 S

N
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Teams Overview

Overview of Graylog's teams. Teams allow granting permissions and capabilties to multiple users. The team details page provides an overview of all entities which are being shared with a team. Teams can be managed manually or synced
from external resources like LDAP.

o Learn more in the documentation

Teams
Found 1 teams on the system.

[ enterse ©| search  Reset show | 10 v,
Name Description Source Users Roles Actions
Security Members of the security team Internal [0}

192.168.1.97/system/teams
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Dashboards

Use dashboards to create specific views on your messages. Create a new dashboard here and add any graph or chart you create In other parts of Graylog with one click.

o Take a look at the dashboard tutorial for lots of other useful tips.

nte

query. Search  Reset show | 10

@ There are no views present/matching the filter!

192.168.1.97/dashboards/new
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Parameters Main domain ~  example.org

ﬂ Search in the last 5 minutes + Select streams the search should include. Searches in all streams if empty.

"ssh login" AND (source:$main_domain$ OR source:subdomainl.$main_domain$ OR source:subdomain2.$main_domaing$)) OR _exists_:always_find_me ¢
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View: Dashboard without default parameter value

“This view uses parameters which need to be entered before it can be executed. Please enter the parameter values into the form.

Main domain

Parameter for the main domain

Continue
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Overview

No notifications
Configurations

Notifications are triggered by Graylog and indicate a situation you should act upon| will also provide a link to the Graylog documentation if you need more information or assistance.
Nodes
@ No notifications Inputs
Outputs
. Indices
System jobs Logain
A System job Is a long running task a graylog-server node executes for maintenanc| 288 Ivide progress information or can be stopped.
Users and Teamsﬁ
@ No active system jobs. Roles.
Authentication

Content Packs

Graylog cluster Grok Patterns

Cluster ID: 'ADBDDOCC-72F4-4BC0-9218-81E227CB44F3 Lookup Tabl
Number of nodes: 1 -00kup Tables
Pipelines.
" Sidecars
Outgoing traffic .
| Collectors (legacy)
£ soom
&
o 00:59:59.9996 00:59:50.9998 01:00:00 01:00:00.0002 01:00:00.0004
Nov 18,2020

Time.

Elasticsearch cluster
0 The possible Elasticsearch cluster states and more related information is available in the Graylog documentation.

@ Elasticsearch cluster Is GREEN. Shards: 12 active, 0 Initializing, 0 relocating, 0 unassigned, What does this mean?

Indexer failures
0 Every message that was not successfully indexed will be logged as an indexer failure. You can learn more about this feature in the Graylog documentation.

@ No failed indexing attempts in the last 24 hours. [ showerrors |

192.168.1.97/system/users
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Update Search Configuration
Enable query limit

Relative Timerange Options

Configure the available options for the relative time range selector as ISO8601 duration
PTSM 5 Search in the last 5 minutes o
PT15M 15 Search in the last 15 minutes il
PT30M 30 Search in the last 30 minutes il
PTTH 1h Search in the last 1 hour if
PT2H 2h Search in the last 2 hours il
PT8H 8h Search in the last 8 hours if
P1D 1d Search in the last 1 day i
P2D 2d Search in the last 2 days g
P5D 5d Search in the last 5 days o
P7D 7d Search in the last 7 days g
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Update Search Configuration

Enable query limit
Query time range limit (1ISO8601 Duration)

P30D amonth
The maximum time range for searches. (i.e. "P30D" for 30 days, "PT24H" for 24 hours)

Relative Timerange Options

Configure the available options for the relative time range selector as ISO8601 duration

PT5M 5 Search in the last 5 minutes o
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Dashboards

Sources System / Configurations v In 19/ Out 19 msg/s

Configurations

You can configure system settings for different sub systems on this page.

Search Configuration

Query time range limit  disabled
The maximum time users can query data in the past. This prevents users from accidentally

creating queries which span a lot of data and would need a long time and many resources to
complete (if at all).

Relative time range options

PT5M
PT15M
PT30M
PT1H
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file

source
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Search Streams Alerts Dashboards Sources Enterprise / Reports v System v In 34 / Out 34 msg/s Help ~ Administrator v

Edit report Weekly metrics

Decide which content should be part of the report while you see its preview. You can schedule and configure the report in the
next screen.

Contents Report summary
Write a title and description for the report and select the widgets that will be include in it. This is a summary of contents included in the report. You may modify them later if
) necessary.
Title
) Title
Weekly metrics )
Weekly metrics
Subtitle
Graylog, Inc.
Subtitle Logo

Graylog, Inc.

Logo yraylog

log Description
No report description given.
Widgets
3 widgets currently included in the report.

Update report Cancel

Browse...  No file selected.

Description

Widgets

v Team Graylog dashboard
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Search Streams Alerts Dashboards Sources

Report Weekly metrics configuration

Configure the report layout and schedule, adapting it to your needs.

Scheduling

Choose the recipients for this report and when the report should be scheduled for
delivery.

@ Send this report automatically on a regular basis

Frequency

Weekly

Weekly frequency options

O Report will be sent every Monday at 09:00 local time (08:00 UTC).

Monday 09:00

Email subject

Your weekly metrics

Email body

Good morning,
Hope you have a great weekend! Here are your weekly metrics.

Regards,
Foobar y

User recipients

x | poppy (Poppy Taylor) | | x | isla (Isla Williams)

Email recipients

x | metrics@graylog.local

Enterprise / Reports v System

Layout

In 2/ Out 2 msg/s

Modify content Edit configuration

Help ~

Administrator v

This is a preview of the report. Drag and drop widgets to sort the report contents, your changes will be

updated automatically.

Weekly metrics

+ Avg usage

Messages

17:45

Graylog

17:46

, Inc.

Time

log

17:47

17:48

17:49
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Reports
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This report is scheduled to be sent automatically on a weekly basis.
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Report Weekly metrics history

Show: @ 10 '~

Status Message Date

(] Report could not be sent, please review your Graylog server email settings. Thursday 7 February 2019, 17:48 +0100
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Help~  Admin ~

Indices & Index Sets

A Graylog stream write messages to an index set, which is a configuration for retention, sharding, and replication of the stored data. By configuring index sets, you could,
for example, have different retention times for certain streams.

(@ You cantesr mors abous e ndex sl h documencain

Total: 89 indices, 1,791,378,512 documents, 1.1T8.
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Rules are a way of applying changes to messages in Graylog. A rule consists of a condition and a list of actions. Graylog evaluates the condition against a message and executes the actions if the condition is satisfied.

e Read more about Graylog pipeline rules in the documentation.

Thtle

You can set the rule title in the rule source. See the quick reference for more information.

Description

Add pipeline field

Rule description (optional).
Used in pipelines
Pipeline test.

Pipelines that use this rule in one or more of their stages.

Rule source

1 rule "pipeline_field"

2 when

3 true

4  then

5 set_field("pipeline", "true");
6 end

Rule source, see quick reference for more information.

Savie Cancel

Rules quick reference

Read the full documentation to gain a better understanding of how Graylog pipeline rules work.

Functions Example

This is a list of all available functions in pipeline rules. Click on a row to see more information about the function parameters.

Function

to_bool(value, [default]) : Boolean
to_double(value, [default]) : Double
to_long(value, [default]) : Long
to_string(value, [default]) : String
has_field(field, [messagel) : Boolean

set_field(field, value, [prefix], [suffix],
[message]) : Void

set_fields(fields, [prefix], [suffix],
[message]) : Void

rename_field(old_field, new_field,
[messagel) : Void

remove_field(field, [message]) : Void

drop_message( [message]) : Void

Description

Converts a value to a boolean value using its string representation
Converts a value to a double value using its string representation
Converts a value to a long value using its string representation
Converts a value to its string representation

Checks whether a message contains a value for a field

Sets a new field in a message

Sets new fields in a message

Rename a message field

Removes a field from a message

Discards a message from further processing

Manage conneciions Manage pipelines
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Edit connections for Pipeline test

Streams

Eelect...
All messages

Select the streams you want to connect this pipeline, or create one in the
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Pipelines overview

Pipelines let you transform and process messages coming from streams. Pipelines consist of stages where rules are evaluated and applied. Messages can go through one or more stages.

0 Read more about Graylog pipelines in the documentation.

Filter pipelines Filter Reset
Pipeline Connected to Streams  Processing Timeline
Pipeline test Not connected
Testing if pipelines work Stage 0

Throughput: 0 msg/s

Simulate processing Manage rules

Add new pipeline

Actions
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Pipeline Pipeline test

Pipelines let you transform and process messages coming from streams. Pipelines consist of stages where rules are evaluated and applied. Messages can go through one or more stages.

0 After each stage is completed, you can decide if messages matching all or one of the rules continue to the next stage.

Details Edit pipeline details

Title: Pipeline test
Description: Testing if pipelines work
Created: 6 minutes ago

Last modified: a few seconds ago

Current throughput: 0 msg/s

Eolit commections

Pipeline connections

Select streams that will be processed by this pipeline.

Pipeline Stages

Stages are groups of conditions and actions which need to run in order, and provide the necessary control flow to decide whether or not to run the rest of a pipeline.

Stage O contains 1 rule

There are no further stages in this pipeline. Once rules in this stage are applied, the pipeline will have finished processing.
Throughput: 0 msg/s

STMUTETE Prere—

Title Description Throughput Errors

pipeline_field Add pipeline field 0 msg/s 0 errors/s (0 total)
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Search  Streams

Configurations
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Search Configuration

Query time range limit ~ disabled

to complete (f at all

Relative time range options

PTSM Search In the last 5 minutes
PTISM Search in the last 15 minutes
PT30M Search in the last 30 minutes
PTTH Search in the last 1 hour
PT2H Search in the last 2 hours
PTEH Search in the last 8 hours
P1D Search In the last 1 day.

P20 Search In the last 2 days
PsD Search In the last 5 days
P7D Search in the last 7 days
P14D Search in the last 14 days
P30D Search in the last 30 days
prOS Search in all messages

Plugins

Configuration for installed plt

Geo-Location Processor

the field containing an IP address,

Enabled: no
Database type: City database
Database path: Jtmp/GeolLite2-City.mmdb.

172.16.0.10/system/configurations

Dashboards  Sources

ifferent sub systems of

If enabled, the Geo-Location Processor plugin scans all messages for flelds containing exclusively an IP address, and
puts their geo-location information into a field named  fieldname_geolocation where "fieldname" is the name of

System / Configurations +

his page.

Message Processors Configuration

In0/Outomsg/s  Help +

‘The following message processors are executed in order. Disabled processors will be skipped.

‘The maximum time users can query data in the past. This prevents users from accidentally
creating queries which span a lot of data and would need a long time and many resources

1

Surrounding time range options 2
PT1S. 1second g
Update

Surrounding search fiter fields
file
source
g12_source_input
source_file

Processor
GeolP Resolver
Pipeline Processor

Message Filter Chain

Collectors System

Inactive threshold:
Expiration threshold:

PTIM
P14D

Status

active

active

active

Administrator +
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Pipeline Rules

Rules are a way of applying changes to messages in Graylog. A rule consists of a condition and a list of actions. Graylog evaluates the condition against a message and executes the actions if the condition is satisfied.

0 Read more about Graylog pipeline rules in the documentation.

FlGer Rules [Filter Reset

Title Description Created

pipeline_field Add pipeline field an hour ago

Last modified

an hour ago

Throughput

1 msg/s

Manage connecifons Manage pipelines

Errors

0 errors/s (0 total)

Create Rule

Actions
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Load a message

Build an example message that will be used in the simulation. No real messages stored in Graylog will be changed. All actions are purely simulated on the temporary input you provide below.
Raw message

{"short_message": "Testing processing pipelines", "documentation": "yes"}

N

Source [P address feptional)

Remote IP address to use as message source. Graylog will use 127.0.0.1 by default.
Message input (optional)
Select input v

Select the message input ID that should be assigned to the parsed message.
Codec configuration

Message codec
GELF X v

Select the codec that should be used to decode the message.

Override source (optional)

The source is a hostname derived from the received packet by default. Set this if you want to override it with a custom string.

Decompressed size limit (optional)

The maximum number of bytes after decompression.
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Pipeline Pipeline test

Pipelines let you transform and process messages coming from streams. Pipelines consist of stages where rules are evaluated and applied. Messages can go through one or more stages.

0 After each stage is completed, you can decide if messages matching all or one of the rules continue to the next stage.

Details Edit pipeline details

Title: Pipeline test
Description: Testing if pipelines work
Created: 6 minutes ago

Last modified: a few seconds ago

Current throughput: 0 msg/s

Select streams that will be processed by this pipeline.

Pipeline Stages

Stages are groups of conditions and actions which need to run in order, and provide the necessary control flow to decide whether or not to run the rest of a pipeline.

Stage 0 contains 1 rule

There are no further stages in this pipeline. Once rules in this stage are applied, the pipeline will have finished processing.
Throughput: 0 msg/s

Title Description Throughput Errors

pipeline_field Add pipeline field 0 msg/s 0 errors/s (0 total)
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Original message Simulation results Vore resuie <

This is the original message loaded from Graylog. These are the results of processing the loaded message. Processing took 248 ps.
Changes summary
¥ 034ab981-6fa3-11e6-b037-da2ac9141870 Changes in original message 034a6981-6fa3-11¢6-5037-da2ac9141870 Results preview
Added fields Simulation trace
Timestamp documentation ineline
2016-08-31 19:47:40.696 yes RE
true

Stored in index message
Message is not stored Testing processing pipelines

source

127.0.0.1

timestamp

2016-08-31T17:47:40.6962
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Search  Streams  Alerts  Dashboards  Sources  System!/Indices v In144/0ut 144 msg/s  Help~  Administrator

Indices & Index Sets
AGraylog stream w sages to an index set, which is a configuration for retention, sharding, and replication of th @ gin /ou could, for example, have Create index set

different retention i ertain stream

@ ¥ou can earn more about the index model inthe documenttion

Access Logs More Actions -

Access Logs (4 weeks)

Index prefix: accesslogs Index rotation strategy:  Index Time Index retention strategy:  Delete
Shards: 4 Rotation period: PID (1d, a day) Max number of indices: 28
Replicas: 1

Default index set [ detoute | More Actions ~

‘The Graylog default index set. Graylog will use this index set by defautt

Index prefix: graylog2 Index rotation strategy:  Index Time Index retention strategy:  Delete
Shards: 4 Rotation period: PTIH(ih,anhou)  Max number of indices: 4
Replicas: 0
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q
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Please the widget to see results here.
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E Search in the last 5 minutes $ Select streams the search should include. Searches in all streams if empty.

n Type your search query here and press enter. E.g.: ("not found" AND http) OR ¢

Aggregating Message Count

VISUALIZATION TYPE ROWS ° COLUMNS # ° SORTING DIRECTION

None: click to No sorting

single Numbe :
gl None: click to add fields None: clck to add fields add fields B
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¥ An input has failed to start (iggered 10 ays ago) x

Input 5f4631c216¢1e3eee47320 has failed to start on node e065896b-8a9a-4145-8312-740525ed035 for this reason: »The header row s invalid. It must include the [position]
field.«. This means that you are unable to receive any messages from this input. This is mosty an indication for a misconfiguration or an error. You can click here to solve this.
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In 144/ Out 144 msg Help v Adminis

(@ The possible Elasticsearch cluster states and more related information is available in the Graylog documentation.

© Elasticsearch cluster s green. Shards: 25 active,  iniializing,  relocating, 0 unassigned, What does this mean?

Indexer failures

(@ every message that was not successfully indexed will be logged as an indexer failure. You can learn more about this feature in the Graylog documentation.

© No failed indexing attempts in the last 24 hours. s s

Time configuration
Dealing with timezones can be confusing. Here you can see the timezone applied to different components of your system. You can check timezone settings of specific graylog:server
nodes on their respective detall page.

User admin: 2017-02-07 13:32:09 +00:00
Your web browser: 2017-02-07 14:32:09 +01:00
Graylog server: 2017-02-07 14:32:09 +01:00
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Inputs

Input

graylog2-server

Message

Input

Input

—

MongoDB

streams.rules

N 000~

—

ElasticSearch

N 000~

message: Hello Test
source: example.org
timestamp: 2014-08-17T19:45:27.354Z

streams:

—=>=1

Filter chain

ExtractorFilter

;

StaticFieldFilter

g

N

Message

message: Hello Test
source: example.org
timestamp: 2014-08-17T19:45:27.354Z
streams: [563a08371300433347¢62f51b,

533ec6223004d34213bc9510

OutputRouter

Default Outputs
(every message)

ElasticSearchOutput

Custom stream outputs
(decided by looking at
streams array)
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< 192.168.1.35/system/inputs

inputs ~

s. Launch or terminate as many in

Launchnewinput I < Find more inputs

asyouwa

Global inputs

© There are o global inputs.

Local inputs

©0n node # 2e9c218¢ / graylog-beta

Throughput / Metrics

allow_override_date: true

= = 1 minute average rate: 0 msg/s
bind_address: 0.0.0.0 Network 0: =08 <08
override_source: <empty> Empty messages discarded: 0
port: 12201

recy_buffer_size: 1048576

Static fields
from gelf: true x

appliance-syslog-udp [ unnin | [ — roeEEe

©0n node # 2e9c218¢ / graylog-beta

Throughput / Metrics

allow_override_date: true
= = 1 minute average rate: 0 msg/s
bind_address: 0.0.0.0 Network 0: =08 <08

expand_structured data: false Empty messages discarded: 0

force_rans: false
override_source: <empty>
pore: 514

recy_butter size: 262144

store_full_message: false

Static fields

from_syslog: true X
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Create Index set

@ ¥ou can earn more about the index model inthe documenttion

Title

Custom Index Set

Description

Index prefix

Analyzer

standard

Index shards

a

Index replicas

0

Max. number of segments

1

Disable index optimization after rotation
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action = string

Actions
Chart

Show top values
Statistics

Add to table

Remove from table
Add to all tables
Remove from all tables
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Write Path

Graylog Graylog Graylog
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= Untitled Aggregation

Empty Aggregation

Please mme widget to see results here.
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Index Rotation Configuration

Graylog uses multiple indices to store documents in. You can configure the strategy it uses to determine when to rotate the currently active write:
index.

Select rotation strategy

Index Message Count x

Max documents per index

20000000

Maximum number of documents in an index before it gets rotated
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ACTIONS
Insert into view

Exclude from results

Add to query

Use In new query

Show documents for value
Create extractor

Highlight this value
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Index Retention Configuration
Graylog uses a retention strategy to clean up old Indices.

Select retention strategy

Delete Index

Max number of indices

20

Maximum number of indices to keep before deleting the oldest ones.
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Untitled Message Table

timestamp.

2019.06-12 08:38:59 +00:00

Merging jdot & streamex dependencies required by views into core.

2019.06.07 11:46:48 +00:00
Add support for nesed maps in

2019.06.07 08:52:43 +00:00

Fixing "displaykey / valueKey

2019.06.07 08:52:43 +00:00

Fixing "displaykey /" valueKey

2019.06.07 08:52:43 +00:00

Fixing "displaykey / valueKey

2019.06.07 08:52:43 +00:00

Fixing "displaykey / valueKey

2019.06.07 08:35:04 +00:00
Avoid collisions when merging

2019.06.07 08:35:04 +00:00

Uist for Content Packs

props.

props.

props.
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“Inputsstore’ state into components state.

“select”

“select”

“select”

“select”

component

component

component

component

(#6000)

(#6000)

(#6000)

(#6000)

(#6007)

localhost

localhost

localhost

localhost

localhost

localhost
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Search  Seams  Alerts  Dashboards  Sources  System

Index Set: Default index set

Recalculate index ranges

@ ¥ou can earn more about the index model inthe documenttion
Rotate active write index

Index prefix: graylog2 Index rotation strategy:  Index Time Index retention strategy:  Delete
Shards: 4 Rotation period: PT1H (1h, an hour) Max number of indices: 4

Replicas: 0
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Index Set Default Iridex set

“This is an overview of all i age st og s currently taking in at

inthisin

@ vou can iearn more about the index model inthe documenttion

Index prefix: graylog2 Index rotation strategy:  Index Time Index retention strategy:
Shard: 4 Rotation period: PTIH(thanhoun)  Max number of indices:
Replicas: 0

i 4indices with a total of 365,091 messages under management, current write-active index s graylog2.96.

A Elasticsearch cluster is yellow. Shards: 20 active, 0 initiaizing, 0 relocating, 4 unassigned, What does this mean?

Delete

graylog2_96 I ~ Hide Details / Actions

Range re-calculated 10 minutes ago in Oms. 28 segments, 0 open search contexts, 0 deleted messages

Primary shard operations Total shard operations

Index: 82,057 ops (took a few seconds) Index: 82,057 ops (took a few seconds)
Flush:  Oops Flush:  Oops

Merge: 172 ops (tooka few seconds) Merge: 172 0ps (took a few seconds)
Query: 12 ops (took a few seconds) 12 0ps (to0k  few seconds)
Fetch: 5 0ps (tooka few seconds) 5 ops (took a few seconds)

Get:  Oops Get 0ops

Refresh: 1,662 ops (took a few seconds) Refresh: 1,662 ops (took a few seconds)

Shard routing

s0 s s2 s3

Bold shards are primaries, others are replicas. Replicas are elected to primaries automatically when primaries leave the cluster. Size and document counts only reflect primary shards and no possible replica duplication.

graylog2_95 » Show Details / Actions
graylog2_94 » Show Details / Actions

graylog2_93 » Show Details / Actions
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Title

Operations malling list
Title to identify this Notification.
Description (0ptional)

Everyone in the operations team will recelve this email

Longer description for this Notification.
Notification Type

Emall Notification
Choose the type of Notification to create.
Sender

notification-sender@example.com
‘The email address that should be used as the notification sender.
Subject

Graylog event notification: ${event_definition_title}
‘The subject that should be used for the email notfication.
User recipient(s) (0ptional)
Select Graylog users that will eceive this Notification.

Email recipient(s) (Optiona)

‘Add email addresses that will receive this Notification.

Body Template
& & 9 C
1 - [Event Definttion] -
2 Title: S{event_definition_title}
3 Description: ${event definition description}
4 Type: S{event_definttion_type}
5 oo [Event] -
6 Tinestany ${event. tinestanp}
7 Messag ${event message}
8 Source: ${event source}
5 Ke S{event key)
10 Priority: ${event priority}
1 Alert: $levent alert}
12 Tinestamp Processing: $fevent. tinestanp}
13 Timerange Start:  Sfevent.tinerange_start}
14 Tinerange End: ${event tinerange_end}
15 Fields:
16 ${foreach event.fields field} S$(field.key}: $(Field.valve}
17 $fend)
18 ${if backlog}
19 - [Backlog] -

28 Last nessages accounting for this alert:
21 Sfforeach backlog message}
22 $fnessage}

23 Sfend)
24 $fend)
25

The template that will be used to generate the email body.
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Rl e e

Event Details
Tif

e

Demonstrating a Title

Title for this Event Definition, Events and Alerts created from it

Description (Optional)

Something useful here to tell the other administrators the intent of the Event. Perhaps a reference to another Event if there is a
Correlation.

Longer description for this Event Defintion.
Priority
Normal

Choose the priority for Events created from this Definition.
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Filter
Add information to filter the log messages that are relevant for this Event Definition.

Search Query

| originrewal

Search query that Messages should match. You can use the same syntax as in the Search page.

Streams (Optional)
\ =
Select streams the search should include. Searches in all streams if empty.
the last
minutes -
Execute search every
minutes -

‘ 1

Create Events for Definition i

© Fiter has results
® Aggregation of results reaches a threshold
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Search Time Range [

) From N Until
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Calendar

Timestamp

Date should be formatted as YYYY-MM-DD [HH:mm:ss[.SSS]] .

2021-06-16 19:25:02.711 V4 > 2021-06-16 19:30:02.711 £

All timezones using: UTC Cancel Apply
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New extractor for input RAW TCP

@ Find more information about extractors inthe documentation.

Example message
New connection from 127.6.6.1

Wrong example? You can load another message.

Extractor configuration
Extractor type  Regular expression

Sourcefield ~ message

Regular expression | from (\S+)

Condition @ Always try to extract
Only attempt extraction f field contains string

Only attempt extraction if field matches regular expression

Store as field hostname

Extractionstrategy ~ ® Copy O Cut

Extractor title Extract IP address and convert to host name

Add converter

@ Convertvalue by using lookup table

LookupTable | Hostnames

here.

Create extractor

documentation.

Add
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Test lookup

You can manually trigger the data adapter using this form. The data will
be not cached.

Key

| 45.83.66.207

Key to look up a value for.

Lookup result
{

"single_value": null,
"multi_value": {
"code": "@x01",
"ip": "45.83.66.207",
“noise": true
bo
"string_list_value": null,
"has_error": false,
"ttl": 9223372036854776000
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New extractor for input RAW TCP

@ Find more information about extractors inthe documentation.

Example message
10.0.0.18

Wrong example? You can load another message.

Extractor configuration
Extractor type  Lookup Table

Sourcefield  source

LookupTable | Hostnames

here.

Condition @ Always try to extract
Only attempt extraction f field contains string

Only attempt extraction if field matches regular expression

Store as field hostname

Extractionstrategy ~ ® Copy O Cut

Extractor title Lookup host name from IP address.

Add converter

Add
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Key

| 45.83.66.207

Key to look up a value for.

Lookup result
{

"single_value": null,

"multi_value {
"country": "Germany",
“rdns": "",
"first_seen": "2019-07-29",

"last_seen": "2021-086-21",
"0s": "Linux 2.2.x-3.x (Embedded)",

os
"city": "Hamburg",
"ip": "45.83.66.207",

"classification": "benign",

"seen": true,

"tags": null,

"actor": "Alpha Strike Labs",
"country_code": "DE",

"useragents": null,

"tor": null,

"paths": null,

"organization": "Alpha Strike Labs GmbH",
"category": "business",

bo

"string_list_value": null,
"has_error": false,

"ttl": 9223372036854776000





_images/usage-decorator.png
All Messages

FIELDS.

==t

Show message in new row

SORTING

=

DIRECTION

=

DECORATORS.

[ toouprave

Source field

What are message decorators?
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© o decorators configured.

timestamp 1
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® © ® /1 Graylog REST API browser X Privat

< C | ® 192.168.178.26:9000/api/api-browser#!/Clust

REST API browser

provideYusername'and'password

Cluster Show/Hide erations | Expand Operations | Raw

[cluster Get system overview of all Graylog nodes

Response Class
Model

Map

Response Content Type application/json
Tryitoutt | Hide Response
Request URL

3 http://192.168.178.26:9000/api/cluster

Response Body

1
"71ab6aaa-cb39-46be-9dac-4bag9fed3dee": {
“facility": "graylog-server",
“codename”: "Smuttynose",
“node_id": "71abbaaa-cb39-46be-9dac-4baggfed3d6s",
“cluster_id": "3adaf799-1551-4239-84e5-6ed939b56f62",
“version": "2.1.1+01d50e5",
tarted_at": "2016-09-23T10:39:00.1792",
"gn-81-c. fritz.box",
“running",
“alive",
“Europe/Berlin”,
“Linux 3.10.0-327.28.3.e17.x86_64",
true
}

"ed0ad32d-8776-4d25-be2f-aB956ecebdcf": {
“facility": "graylog-server",

"Snuttynose",

"ed0ad32d-8776-4d25-be2f-aB956ecebdc ",

“3adaf799-1551-4239-84€5-6ed939b56762" ,

“codenane
“node_id"
“cluster_id"

Response Code

200

Response Headers

{"X-Graylog-Node-Id" :"58c57924-808a-4fa7-be@9-63ca551628¢cd", "Date” :"Fri, 14 Oct 2016 13:16:59 GMT","Content-Encoding”:

Car | sdusteddddin GetJVM information of the given node

e sdustedddthnssddung Geta thread dump of the given node
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Create pipeline rule

e Read more about Graylog pips

Title

You can set the rule title in the rule source. See the quick reference for more information.

Host name lookup

Rule source
1 rule "host-name-lookup”
2 when true
3 then
4 let hostname = lookup_value("host-names”, Smessage.source);
5 set_field("hostname, hostname);
H
7 let geo = lookup("geo-ip”, Smessage.source);
8 set_field("country_code”, geo.country.iso_code);
9 end

Cancel

Rules quick reference

Read the full documentation to gain a better nderstanding of how Graylog pipeline rules work.

Functions | Example

This s a st of al available functions in pipeline rules. Click on a row to see more information about the function parameters.

Function

to_bool(value, [default]) : Boolean
to_double(value, [default]) : Double
to_long(value, [default]) : Long
to_string(value, [default]) : String
has_field(field, [message]) : Boolean

set_field(field, value, [prefix], [suffix],
[message]) : Votd

set_fields(fields, [prefix], [suffix],
[message]) : Votd

renane_field(old_field, new_field,
[message]) : Votd

remove_field(field, [message]) : Void

drop_nessage([message]) : Void

‘Converts a value to a boolean value using itsstring representation
Converts a value to a double value using its string representation
Converts a value to a long value using its string representation
‘Converts a value to ts string representation

Checks whether a message contains a value for a field

Sets a new field in a message

Sets new fields in a message

Rename a message field

Removes a field from a message

Discards a message from further processing
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Notification Message Active

Hide Title N
Title o ! Behavior

Reminder: System Offline this Sunday ‘

Dismissible ©
Visible At Login @
This is just a demo O Visible Globally &

Short Message

Message that will always appear.

Read More Message

This is an example of our new Public Notifications feature. If you're seeing this, then the feature must be working. You can try
creating one yourself from the Enterprise -> Customization menu item.

(optional) Message content of "Read More".

Color Variant

Informative

Example

Reminder: System Offline this Sunday

This Is just a demo Read More
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in1/0ut1 ms Administrator ~

Nodes

This page provides a real-time overview of the nodes in your Graylog cluster.

You can pause message processing at any time. The process buffers will not accept any new messages until you resume it. If the message journal is enabled for a node, which it is by default, incoming
messages will be persisted to disk, even when processing is disabled.

There are 3 active nodes
P 71ab6aaa / gm-01-c.fritz.box

‘The journal contains 1 unprocessed messages in 1 segment. 0 messages appended, 0 messages read in
the last second.

Message processing: Enabled
e o The JVMis using MI803.8MB of BIS72.8MB heap space and will not attempt to use more than (19728MB

¥ ed0ad32d / gm-01-d.fritz.box EeeEiTEe

‘The journal contains 0 unprocessed messages in 1 segment. 0 messages appended, 0 messages read in
the last second.

Message processing: Enabled
g o The JVMis using MI650.7MB of BIS72.8MB heap space and will not attempt to use more than (19728MB

* 58c57924 / gm-01-u.fritz.box EeeETES

‘The journal contains 0 unprocessed messages in 1 segment. 0 messages appended, 0 messages read in
the last second.

Message processing: Enabled
e o The JVMis using m824.9MB of B1S72.8MB heap space and will not attempt to use more than (19728MB
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Customization

Here you can customize your Graylog experience.
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) Global
Should this input start on all nodes
Node

Select Node

On which node should this input start

Title

Select a name of your new input that describes it.

Bind address
0.0.0.0
Address to listen on. For example 0.0.0.0 or 127.0.0.1.
Port
4739
Port to listen on.
Receive Buffer Size (optional)
262144
The size in bytes of the recvBufferSize for network connections to this input.
No. of worker threads (optional)
12
Number of worker threads processing network connections for this input.

Override source (optional)

The source is a hostname derived from the received packet by default. Set this if you want to
override it with a custom string.

IPFIX field definitions (optional)
Add IPFIX field definitions

JSON file containing IPFIX field definitions.

Cancel Save
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Received by input downloads test on 62838081 / sundaysister
Timestamp: 2013-10-07 16:46:57.266 @ Terms

Index: groylog2. 0

message: JSON API poll result: $.download_count > {result=9937)
result: 9937.0
source: github.
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Title

Title to identify this Notification.

Description (0ptional)

Longer description for this Notification.

Notification Type

PagerDuty Notification [Official]

Choose the type of Notification to create.

Routing Key

‘The Pager Duty integration Routing Key.

1@ Use Custom Incident Key

Generate a custom incident key based on the Stream and the Alert Condition.

Incident Key Prefix

Graylog/

Incident key prefix that identifies the incident.

Client Name

Graylog

The name of the Graylog system that is triggering the PagerDuty event.

Client URL

The URL of the Graylog system that is triggering the PagerDuty event.
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Title

Firewall update script

Title to identify this Notification.

Description (optional)

This script automatically adds an IP address to the firewall disallow list when suspicious activity is detected

Longer description for this Notification.

Notification Type

Script Notification [Enterprise]

Choose the type of Notification to create.

Script Path

disallowsuspiciousIP.py

The path to the script within your Graylog scripts directory.

Script Arguments

${event_definition_title} ${event_definition_type} ${event.timestamp} ${event.message} ${event.source}

The script arguments. Arguments should be space separated. See documentation.

® Send Alert Data Through STDIN

Send a JSON object containing alert data to the script through STDIN. See documentation for parsing information.

Script Timeout (milliseconds)

3000

‘The script timeout in milliseconds.

Test Notification (optionsl)

Execute this Notification with a test Alert.
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Title

Operations webhook

Title to identify this Notification.

Description (0ptional)

Triggers a webhook In the operations team

Longer description for this Notification.

Notification Type

HTTP Notification

Choose the type of Notification to create.

URL

https://webhook.site/ba7a7cbb-4957-48f4-8130-b1975a489¢31

‘The URL to POST to when an Event occurs.

Test Notification (0ptional)

Execute this Notification with a test Alert.

Cancel
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Title

Legacy script

Title to identify this Notification.

Description (optional)

This script does something important

Longer description for this Notification.

Notification Type

Legacy Alarm Callbacks -

Choose the type of Notification to create.

Choose Legacy Notification

Legacy Script Alert Callback X v

Select a Legacy Notification to use on this Event Definition.

Legacy alarm callbacks are deprecated. Please switch to the new notification types as soon as possible!

Script Path

legacy-script.py

‘The path to the script file within the script folder [/Users/rhcurtis/dev/graylog-master/devigraylog-project-repos/graylog2-server/scripts]. See requirements in
documentation.

Script Arguments (optional)

${stream_id) ${stream_name) ${stream_description) ${stream_url) ${alert_description}
${alert_triggered_at} ${condition_id) ${condition_description} ${condition title) ${condition_type}
${condition_grace} ${condition_repeat notifications}

‘The script arguments. Arguments can be space or new-line separated. See documentation.
@ Send Alert Data Through STDIN
Send aJSON object containing alert data to the script through STDIN. See documentation for parsing information.

Script Timeout

30000

‘The script timeout in milliseconds.
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description.
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Alerts & Events

o Graylog's new Ale

tions.

g system let you define more flexible and powerful rules. Learn more in the documentation

Looks like you didn't define any Events yet

Create Event Definitions that are able to search, aggregate o correlate Messages and other
Events, allowing you to record significant Events in Graylog and alert on them.

Get Start
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

e Read more authentication in the documentation.

Create as many users as you want next to the default administrator user here. You can also make changes to already existing users.
Roles

Configure Provider

Filter Users Filter Reset
Order
Client Address

Name Username Email Address (2] Role Actions

1. Sessions
[} Administrator admin 10.0.0.80 m

2. APl Tokens

Report System User graylog- report@graylog.local More actions v
3. LDAP/Active (bulld-n) report
Directory

Sidecar System User graylog- sidecar@graylog.local More actions v
4. Passwords (build-in) sidecar

Edit tokens

5. Admin user Delete
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

9 Read more authentication in the documentation.

Users Edit tokens of user graylog sidecar

You can create new tokens or delete old ones.

Roles
Configure Provider Token Name sidecar_token Create Token
Order
Filter Filter Reset
1. Sessions
2. APl Tokens

No items to display
3. LDAP/Active

Directory

Hide Tokens
4. Passwords

5. Admin user
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Authentication Management

Configure Graylog's authentication providers and manage the active users of this Graylog cluster.

9 Read more authentication in the documentation.

Users Edit tokens of user graylog-sidecar

You can create new tokens or delete old ones.

Roles
Configure Provider Token Name Create Token
Order
Filter Filter Reset
1. Sessions
2. APl Tokens
3. LDAP/Active sidecar_token Copy to clipboard
Directory
4. Passwords Hide Tokens

5. Admin user
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Edit archive backend configuration

o Archive your old indices automatically by setting archive as index retention strategy. Set the option in the indices page.

Backend configuration
Title

My file system backend

Description

Backend to store my index archives

output base path @

/datalgraylog-archives/${year)/${month}/${day}

Example output path

/data/graylog-archives/2017/04/04/Index_name_0-20170404-153725-436

Cancel
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o Archive your old indices automatically by setting archive as index retention strategy. Set the option in the indices page.
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- 2016-04-14T14:29:27. 1087 DELETE /users [204] 83ns
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took_ms
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the audit log configuration in the Graylog configuration

Audit Log Entries

2016-08-30 16:04:52.809 <node> delete index "graylog 1635 deleted after archive graylog 1635 run
2016-08-30 16:04:52.495 <node> delete Elasticsearch index range for index “graylog 1635" deleted

2016-08-30 16:04:52.479 <node> create archive graylog 1635 for index "graylog 1635" created in */graylog-archive/graylog 1635"

2016-08-30 16:00:02.451 <node> complete Elasticsearch index rotation strategy "org graylog2.indexer.rotation strategies TimeBasedRotationStrategy" for index “graylog_1784" completed
2016-08-30 16:00:02.447 <node> update Elasticsearch write index changed to "graylog 1785"

2016-08-30 16:00:02.336 <node> create Elasticsearch index "graylog 1785" created

2016-08-30 14:52:58.583 <node> complete node startup on 6¢493cc8-411b-4613-86f1-0¢9a564c74bb complete - Graylog v2.1.0-1c.2-SNAPSHOT+9384447

2016-08-30 14:52:49.915 <node> initiate node startup on 6¢493cc8-41b-4613-861-09a564c74bb initiated - Graylog v2.1.0-rc.2-SNAPSHOT+9384447

2016-08-30 14:52:47.650 <node> complete node startup on 18341943-1678-46da-ad2b-0792b5f7e4 complete - Graylog v2.1.0-1c.2-SNAPSHOT+9384447

2016-08-30 14:52:36.892 <node> initiate node startup on 18341943-1678-46d2-ad2b-0f79e2b5f7ed initiated - Graylog v2.1.0-7¢.2-SNAPSHOT+9384447

2016-08-30 14:52:30.443 <node> complete node startup on cSdf7bff-cafd-4546-ac0a-5ccd2badcg47 complete - Graylog v2.1.0-1¢.2-SNAPSHOT+9384447

2016-08-30 14:52:30.325 <node> complete node shutdown on 6c493cc8-41fb-4613-8611-0c92564c74bb complete

2016-08-30 14:52:29.173 <node> initiate node shutdown on 6c493ccs-411b-4613-861-0c9a564c74bb intiated

2016-08-30 14:52:22.251 <node> delete system notification of type "org graylog2.notifications Notification Type” deleted

2016-08-30 14:52:22.105 <node> initiate node startup on cSdf7bff-cafd-4546-ac0a-5ccd2badc4 intiated - Graylog v2.1.0-7¢.2-SNAPSHOT+9384447

2016-08-30 14:52:17.519 <node> complete node shutdown on 18341943-1e78-46da-2d2b-0f79e2b5f7e4 complete

2016-08-30 14:52:16.362 <node> initiate node shutdown on 18341943-1e78-46da-ad2b-0f79e2b5f7e initiated

2016-08-30 14:52:00.139 <node> create system notification of type "no_master” created

2016-08-30 14:52:06.270 <node> complete node shutdown on cSdf7bff-cafd-4546-ac0a-Sccd2badc847 complete

2016-08-30 14:52:05.064 <node> initiate node shutdown on cSdf7bff-cafd-4546-ac0a-Sccd2badcsa? initiated
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e You can modify the audit log configuration in the Graylog configuration file. Please remember to restart the server afterwards.

Audit Log Entries

2016-08-30 16:04:52.800 <node> delete index "graylog 1635 deleted after archive graylog 1635 run

Actor archiveld
urnigraylog:node:cSdf7biff-cafd-4546-ac0a-Sccd2badcsa? graylog 1635

Namespace indexName
archive graylog 1635
Object

urnigraylogiarchiveses index

Action
delete

Success status
success

Node ID
c5df7bff-cafd-4546-ac0a-5ccd2badc8a7

2016-08-30 16:04:52.495 <node> delete Elasticsearch index range for index “graylog_1635" deleted

2016-08-30 16:04:52.479 <node> create archive graylog 1635 for index "graylog 163" created in */graylog-archive/graylog 1635"
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index "graylog 1635 deleted after archive graylog 1635 run
Elasticsearch index range for index "graylog 1635" deleted

archive graylog 1635 for index "graylog 1635 created in "/graylog-archive/graylog 1635"

Elasticsearch index rotation strategy "org graylog2.indexer.rotation strategies TimeBasedRotationstrategy" for index “graylog_1784" completed
Elasticsearch write index changed to "graylog 1785"

Elasticsearch index "graylog 1785" created

Show:

20
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Audit Log Configuration

o You can modify the audit log configurati

MongoDB Audit Log

“This auditlog stores entries in the same MongoD8 server that Graylog uses.

¥ 1841943 / demo-2.novalocal
Message signing status:
Disabled

MongoDB collection nam
audit_log

¥ 6c493cc8 / demo-3.novalocal
Message signing status:
Disabled

MongoDB collection nam
audit_log

% c5df7bff / demo-1.novalocal
Message signing status:
Disabled

MongoDB collection nam
audit_log

in the Graylog configuration file. Please remember to restart the server afterwards.

Log4j 2 Audit Log

‘This audit log stores entries using the Log4; 2 configuration you provided. Check your Logé32.xnl file for more information.

¥ 18241943 / demo-2.novalocal
status:

Disabled

Message signing status:

Disabled

Logdj logger name:
g1-0rg.graylog. plugins. auditlog
Logdj marker name:
AUDIT_LOG

Logdj appender configuration:
No appender configuration available.

P 6c493cc8 / demo-3.novalocal

status:

Disabled

Message signing stat

Disabled

Logdj logger name:
g1-0rg.graylog. plugins. auditlog
Logdj marker name:
AUDIT_LOG

Logdj appender configuratio
No appender configuration available.

# c5df7bff / demo-1.novalocal
status:

Disabled

Message signing stat
Disabled

Logdj logger name:
g1-0rg.graylog. plugins. auditlog
Logdj marker name:
AUDIT_LOG

Logdj appender configuration:
No appender configuration available.

@ Audit Log documenta
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Kinesis Auto Setup Agreement

This auto setup will create the following AWS resources. Click below to acknowledge that you
understand that these resources will be created and that you are solely responsible for any
associated AWS fees incurred from them. Note that all resources must be manually deleted by you if
they are not needed.

1. Create a Kinesis stream with 1 shard.

2. Create an IAM Role and Policy to allow the specified CloudWatch group
CloudWatch_Log Group to publish log messages to the Kinesis stream Kinesis_Stream

3. Create a CloudWatch Subscription, which publishes log messages to the Kinesis stream.

Cancel | Agree! Create these AWS resources now.
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Executing Auto-Setup

« Create Kinesis Stream

Success. The new stream [Kinesis_Stream/arn:aws:kinesis: s stream
/Kinesis_Stream] was created with [1] shard.

«/ Create Subscription Policy
Success! The role [graylog-cloudwatch-
role-2019-08-30-12-17-08/arn:aws:iam:: S role/graylog-cloudwatch-
role-2019-08-30-12-17-08] has been created.

Create Subscription

Success. The subscription filter [filter-name] was added for the CloudWatch log group
[CloudWatch_Log_Group].

It may take up to ten minutes for the first messages to arrive in the Kinesis stream. The Kinesis
Health Check in the following step will not complete successfully until messages are present in
the stream. Please see the official CloudWatch Subscriptions documentation for more
information.

Continue Setup






_images/auditlog-view-entries-3.png
Audit Log

o You can modify the audit log configuration in the Graylog configuration file. Please remember to restart the server afterwards.

Audit Log Entries

-namespace:server action:create

2016-08-30 16:04:52.479

Actor

Namespace
archive

Object
urngraylogiarchivesarchive

Action
create

Success status
success

Node ID

2016-08-30 14:03:27.642

2016-08-30 12:04:15.230

2016-08-30 10:04:08.522

2016-08-30 08:04:09.328

2016-08-30 06:04:11.246.

<node>

C5df7bff-cafd-4546-ac0a-5ccd2badc8a7

<node>
<node>
<node>
<node>
<node>

.

create

urnigraylog:node:cSdf7bff-cafd-4546-ac0a-Sccd2badcsa?

create

create

create

create

create

archive graylog 1635 for index "graylog 1635" created in */graylog-archive/graylog 1635"

archiveld
graylog 1635
indexName
graylog 1635
indexAct
DELETE

outputpath
Igraylogarchive/graylog 1635

archive graylog 1634 for index "graylog 1634" created in */graylog-archive/graylog 1634"
archive graylog 1633 for index "graylog 163" created in */graylog-archive/graylog 163"
archive graylog 1632 for index "graylog 1632" created in */graylog-archive/graylog 1632"
archive graylog 1631 for index "graylog 1631" created in */graylog-archive/graylog 1631"
archive graylog 1630 for index "graylog 1630" created in */graylog-archive/graylog 1630"

L

w Audit Log configuration | 2 Audit Log documentation
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AWS Kinesis At

AWS Kinesis Setup AWS CloudWatch Health Check AWS Kinesis Review

Create Input & Authorize AWS

This integration allows Graylog to read messages directly from a Kinesis stream. CloudWatch messages can optionally be

AWS Policy Permissions

forwarded to Kinesis via CloudWatch subscriptions and then read by Graylog.
Please verify that you have granted your AWS IAM user sufficient permissions.

Name You can use the following policies for reference.
Kinesis Input Name Show Recommended Policy
To be able to use all available functionality for Kinesis setup. )
AWS Access Key Show Least Privilege Policy
Doesn't include Kinesis auto-subscription controls. )

AK****************

Your AWS Key should be a 20-character long, alphanumeric string that starts with the letters "AK".

AWS Secret Key @

kkkkkkkkkkk
Your AWS Secret is usually a 40-character long, base-64 encoded string.
AWS Region

Choose AWS Region j

The AWS Region where Kinesis is running.

Authorize & Choose Stream
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Access Logs
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Metrics of node 3d266137 / aa1484bba278

All Graylog nodes provide a set of internal metrics for diagnosis, debugging and monitoring. Note that you can access all metrics via JMX, too.

o This node is reporting a total of 569 metrics.

‘ traffic

@ org.graylog2.traffic.decoded
@ org.graylog2.traffic.input
Counter
Value: 6,487,336

@ org.graylog2. traffic.output
@ org.graylog2.traffic.system-output-traffic
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1,receive_time,STRING
2,serial_number,STRING
3,type STRING
4,threat_content_type,STRING
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Collectors Administration

@ Read more about collectors and how to set them up in the Graylog documentation.

(2] Find Reset Show: 50 M|
© 1selected Configure~  Process ~
graylogsidecar & Apply configuration
@ filebeat
nxlog

[ filebeatconf & filebeaton
Linux
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@ Read more about collectors and how to set them up in the Graylog documentation.

© Find  Reset show: 50 |

Select all Collector - Configuration~  Collector Status =~ OS~
graylog-sidecar
filebeat

xlog
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Collectors Administration

@ Read more about collectors and how to set them up in the Graylog documentation.

o Find Reset Show: 50
© 1selected Configure ~  Process ~
graylog-sidecar
@ filebeat » Running

xlog
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Configuration summary

You are goingto apply the filebeat-conf configuration for collector & filebeat on Linux
to:

graylogssidecar

Are you sure youwant to proceed with this action?
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Sidecars Overview

@ oo youneed an aPi token for a sidecar? Create or reuse a token for the graylogsidecar user.

@ Find  Reset [EUGNED

Name status Operating System Last Seen Node Id

graylog-sidecar » Running A Linux afew seconds ago dc12c5cd-df6d-4a9a-849b-8¢5821b15048

sidecar Version

100

Show:
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AWS Kinesis Authorize AWS Kinesis Setup AWS CloudWatch Health Check AWS Kinesis Review

Select Kinesis Stream

4 ?
Below is a list of all Kinesis streams found within the specified AWS account. Don't see the stream e need?

Please select the stream you would like to read messages from, or follow the directions set

up CloudWatch Log Subscription, which can forward messages into a new Kinesis stream. At least one Kinesis stream must exist in the specified region in

order to continue with the setup. The log stream must contain
Select Stream at least a few log messages.

‘ Select Kinesis Stream - Graylog also supports the ability to create a Kinesis stream for
you and subscribe it to a CloudWatch log group of your choice.
Please be aware that this option will create additional
Advanced Options > resources in your AWS environment that will incur billing

charges.

Verify Stream & Format Setup Kinesis Automatically
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GraylogKinesisSetup",

"Effect": "Allow",

"Action": [

"cloudwatch:PutMetricData",
"dynamodb:CreateTable",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"'dynamodb:PutItem",
""dynamodb:Scan",
"dynamodb:UpdateItem",
"ec2:DescribeInstances",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeNetworkInterfaces",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"elasticloadbalancing:DescribelLoadBalancers",
"iam:CreateRole",
"iam:GetRole",
"iam:PassRole",
"iam:PutRolePolicy",
"kinesis:CreateStream",
"kinesis:DescribeStream",
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:ListShards",
"kinesis:ListStreams",
"logs:DescribelLogGroups",
"logs:PutSubscriptionFilter"

Iy

"Resource": "x"

}
1
}
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AWS Kinesis Authorize AWS Kinesis Setup AWS CloudWatch Health Check

Set Up Kinesis Automatically

Complete the fields below and Graylog will perform the automated Kinesis setup, which performs the following
operations within your AWS account. See Using CloudWatch Logs Subscription Filters in the AWS documentation for
more information.

1. Create a new Kinesis stream with the specified name.
2. Create the IAM role/policy needed to subscribe the Kinesis stream to the CloudWatch Log Group.
3. Subscribe the new Kinesis stream to the Log Group.

Kinesis Stream Name

Stream Name

1-128 alphanumeric characters and special characters underscore (), period (.), and hyphen (-).

CloudWatch Group Name

Choose CloudWatch Group

Back to stream Selection Begin Automated Setup

AWS Kinesis Review
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Create content packs

ind more content packs in the Graylog Marketplace.

Content Selection

Preview
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PORT
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input
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Reset
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Description origin
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Used Parameters.
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Example Content Pack

“This s a example content pack
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AWS Policy Permissions

Please verify that you have granted your AWS IAM user sufficient permissions. You can use the following policies
for reference.

Show Recommended Policy

To be able to use all available functionality for Kinesis setup. >

Hide Least Privilege Policy

Doesn't include Kinesis auto-subscription controls. v
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GraylogKinesisAutoSetup",
"Effect": "Allow",
"Action": [
"iam:PassRole",
"logs:DescribeSubscriptionFilters",
"logs:PutLogEvents",
"kinesis:CreateStream",
"kinesis:DescribeStreamConsumer",
"kinesis:PutRecord",
"kinesis:RegisterStreamConsumer"
Iy
"Resource": "x"

}
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New Collector Configuration

@ read more about the Graylog sidecar in the documentation.

Name

filebeat-conf

Configuration color

B changecolor

Collector

filebeat on Linux

Configuration

B B 9 C
1 # Needed for Graylog
2 fields_under_root: true
3 fields.collector_node id: ${sidecar.nodeliane}
4 fields.gl2_source_collector: ${sidecar.nodeld}
H
6 filebeat.inputs:
7 - input_type: log
8 paths:
5 - Jvar/log/*.log
10 type: log
11 output